Windcave IP Address Update

PLEASE CASCADE TO TECHNICAL TEAMS AS APPROPRIATE

At Windcave we strive to provide the best possible experience for all our customers. In the
coming months there will be some changes to the delivery of our products and endpoints.

These upgrades will ensure that you as our customer and your customers will receive the
best possible experience regardless of geographic location. Specifically, response times and
the ability for Windcave to defend against DDoS (Distributed Denial of Service) attacks will
be further improved.

What you may need to do

Most customers will not need to make any changes as improvements will be seamlessly
integrated into the existing systems, however it is very important you pass on this notice to
your technical teams to check over and if needed, changes are made.

Timeline

Changes will start to be rolled out from the following dates.
Production: 15" August 2023

UAT: 28" June 2023

Whitelist IP addresses listed

Do you restrict outbound traffic? —

No action required
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Technical Information

Windcave will be routing its traffic through additional security services to strengthen the
protection of its APIs against DDoS and cyber-attacks. This measure is intended to enhance
the overall security of Windcave, safeguarding it from potential malicious activities targeted
at its APIs.

If you do not restrict outbound traffic, there will be no changes required from your end.
However, if you must restrict traffic to a trusted list of IP addresses, please allow the
following IP ranges.

IPv4 IP addresses:

203.207.60.0/23, 103.232.204.0/23, 202.167.253.112/28, 45.75.195.0/27,38.125.44.0/24,
65.223.10.96/27,173.245.48.0/20, 103.21.244.0/22,103.22.200.0/22, 103.31.4.0/22,
141.101.64.0/18,108.162.192.0/18, 190.93.240.0/20, 188.114.96.0/20, 197.234.240.0/22,
198.41.128.0/17,162.158.0.0/15, 104.16.0.0/13, 104.24.0.0/14, 172.64.0.0/13,
131.0.72.0/22

IPv6 IP addresses:

2400:cb00::/32, 2606:4700::/32, 2803:f800::/32, 2405:b500::/32, 2405:8100::/32,
2a06:98c0::/29, 2c0f:f248::/32

Testing
If you would like to test connectivity prior to the change in production.

Please use our UAT endpoints as detailed: https://www.windcave.com/connectivity-about

QUESTIONS?
If you require any further clarification or help on confirming if you are ready for these
changes, please contact support@windcave.com
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